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Abstract

The resourcemanagerge.g., batchqueueschedulersjsedat mary paralleland distributed computingcenters
canbe complicatedsystemdor the averageuser A large numberof command-lineoptions,environmentvariables,
andsite-specificconfigurationparametersanbe overwhelming. Therefore we have developeda simpleWeb-based
interface,called PBSW\eb, to the PortableBatch System(PBS), which is our local resourcemanagersystem. By
usinga Web browserandsener softwareinfrastructure PBSWeb supportshothlocal andremoteusers maintainsa
history of pastjob parametersandhidesmuchof the compleities of theunderlyingschedulerThe architectureand
implementatiortechniquesisedin PBSWebcanbeappliedto otherresourcenanagers.

Sinceour first descriptionof the PBSWeb project[7], we have completelyre-implementedhe systemto address

threeimportantdeficiencies:

1. Insteadof usingthefilesystemto managgob histories we arenow usingthe PostgreSQlrelationalDBMS to

improve historyqueriesandreliability.

2. Insteadof cleartext soclet connectionswe are usingthe ApacheWeb sener with SecureSoclet Layer to

improve the securityof communication®etweerbrovserandsener.

3. Insteadof usingPerlandraw HTML documentsye areusingthe PHPsener-sidescriptinglanguageo access

the PostgreSQldatabaselo manageusersessionsandto createdynamicWebpages.

We describethe securityandhistory managementenefitsof the nev PBSWeh
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1 Introduction

The PBSWb front-endto the PortableBatch System(PBS)[10] is designedo simplify the commontasksof sub-
mitting to, andmonitoringjobs on, batchscheduledigh-performanceomputing(HPC) systemq7]. Following the
principle of “simplify the commoncases”,PBSWeb providesa Web-basedoint-and-clickgraphicaluserinterface
(GUI) to the powerful, but complicatedcommand-linenterfaceof PBS.

More fundamentallythereis the needfor a more unified andfriendly approachto how computationakcientists
interactwith HPC resourceproviders(RP). Currently the processof submitting,monitoring,andre-submittingjobs
to anRP requiresknowledgeof mary differentpiecesof technology For example,in the contet of the Multimedia
AdvancedComputationalnfrastructurg MACI) project[8], usingour HPC systemsequiresatleastsomeknowledge
of Unix commandsa text editor (for scripts),eitherf t p or securecopy (for datatransfers),and batchscheduler
commandsAlthoughthe power useror codedeveloperneedsexpertisein theseareaswhataboutthe computational
scientistwho justusesexisting applicationgo run a seriesof experimenton the HPC system?

PBSWeb strivesto provide a unified ervironmentin which all of the scientists interactionswith the HPC system
canbe donevia a single Web-basedystem.As describedn our previous paper PBSWeb canalsocanbe accessed
from any computerand operatingsystemwith a browser (i.e., practically any system). The userdoesnot have to
log ontothe system(in the Unix sense)edit raw scripts,move datafiles via the commandine, or readcopiousnman
pagesMostof thebasicfunctionalityof PBSWebwasimplementediuringthe Summernf 2000in aprototypesystem.
However, therewere (andare)a numberof deficienciesn PBSWebthatneededo beaddressed.

Recently PBSWebhasbeenre-implementedisingnew Webtechnologiedo addressheissuesf:
1. More convenientmanagemernf experiments.
2. Secureaccesgo aremoteresourceprovider.

3. DynamicWeb pagesgo provide morefunctionality.

In atypicalworkgroup,a smallnumberof developersmaywrite the code(or install downloadedcode),but every-
onemustexecutethe applicationswhetherit is for testingor productionruns. In otherwords,runningapplicationss

the commoncase.Also, the sameapplicationis often run with mary differentparametersandpossiblyby different



membersof the sameworkgroup. Customizing,sharing,andrevision control of the job control scriptscan quickly
becomeunwieldy.

PBSWebnow usesarelationaldatabasenanagemergystem(DBMS) to storeandretrieve a history of job scripts.
The systemprovidesa job history databassothat previousjob scriptscanbere-usedas-isor with smallchangesin
the earlierversionof PBSW\éb, the so-calledhistory databasevasa collectionof files in a directoryof thefilesystem.
The new approachwith the DBMS malkesit easierfor several peopleto actively sharethe samePBSWeb account
without risking datacorruption. In the future, it will be possibleto supportmore sophisticateajuerieson the job
history.

The computationalresourcef MACI are designedto be sharedby usersat differentgeographicalocations.
In practice,mostresearchersise the resourcest their home institution becauseof the extra difficulties of using
remoteresources.The architectureof PBSWebis designedo evolve and supportthe emeging model of wide-area
metacomputingvith remoteusers,transparenjob placementacrossmary differentRPs,and end-to-endworkflow
managemeniOneimportantsteptowardsthoselargergoalsis to ensuresecureaccesso the PBSWebsenersandthe
HPCsystemsA properproductionsystenrequiressecurity Consequentlyour ApacheWebsenerfor PBSWebnow
usesthe SecureSoclet Layer (SSL)to avoid sendingary sensitve dataor passverdsin cleartext. We usestandard
ApacheandSSL packagesvithoutany changes.

Lastly, we wantedthe Web pagesof PBSWeb to be moredynamicthanin the previous prototype. For example,
whena previousjob scriptis selectedrom the history databasethe restof the pageshouldimmediatelyanddynam-
ically shav the parametersf the job script. Also, the systemshouldtrack the users sessiorto provide morestateful

andcontet-sensitveresponses.

1.1 PortableBatch System

One of the most basicand commontasksfor a userof an RP is submittinga job to the local resourcemanager
Although systemssuchasthe PortableBatch System(PBS)[10] andLoad SharingFacility (LSF) [9] automateCPU
andresourceschedulingthe mary command-lineoptions,scriptableparametersand differenttools presenta steep
learningcurve for thetypical user

PBSis one of a numberof differentbatchqueueschedulerdor processoresources.Resourcemanagersand



scheduleraresoftwaresystemshatallocateresourceso differentuserrequestdi.e., jobs) while attemptingto max-
imize resourcautilization andminimize interferencebetweerdifferentjobs. Individual userssubmitjobsto PBS,the
scheduleenqueueshe jobs of the varioususersandjobs areexecutedasthe requestedesourcedbecomeavailable
andaccordingto thejob’s queuepriority.

In part, PBSis a popularsystembecausat is powerful, customizableandit canbe downloadedfree of chage.
For example,the MACI project[8] usesPBSto managehreeSGI Origin 2000/3000multiprocessorgwith atotal of
176 processorsat the University of Alberta, anda clusterof Alpha-basedvorkstationgwith 130 processorsat the
Universityof Calgary

Although PBS hasmary technicalmerits, it canbe a difficult systemto learnanduse. The systemconsistsof a
numberof differentprogramg(e.g.,qsub, qst at , qdel , ghol d, qal t er ), eachwith mary differentcommand-
line optionsandconfigurationparametersi-urthermorejobs(or runs)aresubmittedo the systemin theform of ajob
control scriptcontainingperjob parametersEachrun requiresits own job control script,which leadsto the problem
of how thevariousscriptscanbe easilymodifiedandsharedetweerdifferentuserswith revision control.

xpbs andxpbsnon aretwo graphicaluserinterfacegGUI) distributedwith PBS.AlthoughtheseGUI toolsare
easielto usethancommand-lingorogramsthey do notaddresshe problemof managingob controlscriptsandsecure

remoteaccess.

1.2 Overview

We beggin with a review of the PBSWeb architectureand how it is designedio supportremoteaccessto provide
userauthenticationandto maintainjob control script histories. A detaileddescriptionof the PBSWeb interfaceand
functionalityis followedby anoverview of how the PBSWebis implementedSincePBSW\ebis partof alargerC3.ca
projectto improve the sharingof high-performanceomputingresource$4], we thendiscusghelongertermgoalsof
theprojectandputit in contect with relatedwork from othergroups.

Several sectionsof this paperhave beenadaptedrom our previous paper[7] sincemary of theissuesandtech-

nologiesremainthesame.
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Figurel: PBSWeb: Architecture

2 PBSWeb

PBSWebis intendedto simplify the taskof submittingjobsto RPsthatare controlledby a scheduler It is assumed
thatthe applicationsourcecodeitself is alreadydevelopedandnow the userwould like to runjobs. If the useris only
runningexisting applicationcode,thenhe doesnot needto know anything aboutinteractive shellsor how to develop
code.PBSWebmalkesit easyfor remoteusersto accesanRPwithout having to sharefilesystemsandwithout having
to log ontothe systemjust to submita job.

Theusersthe PBSWeb sener, andtheresourcerovidersdo not have to beatthe samelocation(Figurel). Users
from acrosscampusor acrosghe countrycanaccessheresourcesFurthermorethe samePBSWeb sener cansene
asa front-endto differentRPs. Our currentPBSWeb sener cansubmitjobs to threedifferentcomputersbasedon
the users choice. A future goalfor PBSWebis to have the systemautomaticallyselectthe mostappropriateor least
loadedsystemon which to runthejob.

To begin, anauthorizeduserconnectgo theWebsener. After supplyingavalid usernameandpassverd, themain
pageis presentedFigure2). Sincetheinterfaceis basedon Web pagesthereis no needto understandite-specific

operatingsystemconfigurations.
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Figure2: PBSWeb: Main Page

To run a new application,the usermustfirst uploadthe sourcecodethroughPBSWeh To submitajob usingan
existingapplicationtheuserselectghepreviously uploadedsourcecodefrom amenuandsubmitsthejob from aWeb
page.PBSWebsimplifiesthebuilding (i.e., compiling) of the executablecodeon thetargetmachineandthe selection
of PBSparametergitherbasednthe users history (comparabléo commandhistoriesin Unix shellssuchast csh)
or reasonablsystemdefaults.

Four basicfunctionsarecurrently supportecby PBSWeb:

1. Uploadsourcecodein atarfile.

2. Compilesourcecodealreadyuploadedo PBSV\eh

3. Submitajob to PBS(with PBSWebassistingn writing thejob script).

4. Checkonjobsin thePBSqueue(s).

We expectthatfunctions(3) and(4) will bethe mostfrequentlyused.
To uploada tar file, a standardNVeb browserfile selectoris usedto specifythefile (Figure3). By default, once
thetarfile is sentfrom the browserto the PBSWeb sener, it is untaredanda make commands issued.The outputis

reportedbackto the user(Figure3). At this point, the usercanproceedwith submittinga job, uploadanothettarfile,
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or returnto themainpage.

PBS(andsimilar systemshallow theuserto controlthejob usingajob scriptmodel. Thereforethe usermayenter
thecommanddor the scriptin theExecut i on Commands text field (Figure4). For eachapplication(i.e., tarfile)
thathasbeenuploaded PBSWeb remembershe recentlyexecutedcommandsso that the userdoesnot alwayshave
to reproduceanddehug complicatedsequencesf operationslf theapplicationhasalreadybeenexecutedusingPBS,
thenthe previousjob scriptscanalsobe selectedvia thelist of Job names. Theremainingfields of the Web page
dynamicallychangeto reflectthe parametersf the selectedob (Figure4).

Whethercomposinga new job script or modifying a previous job script, the useris free to selectamongary of
the valid parameterso PBS.For parametersvith only a few valid options,radio buttonsareused,asshavn for the
job queueoptionsof Def aul t, Sequenti al , andPar al | el (Figure4). Thereforethe userdoesnot have to
memorizeall of thevalid optionsfor, say thejob queue.

More complicatedparametershat cannotbe selectedrom a menu,suchasthe email addresgo notify uponjob
completion,are enteredusing text fields. Whenever possible,the text fields are initially filled in with reasonable
defaultvaluesor valuesprovidedby the userin the past.

Parametersvith mary possibleoptions,suchasthe Nunber of processors to use for thejob, arese-
lectableusinga pop-upmenu. The goalis to reducethe needto memorizewhat parameteraluesarevalid andwhat

valuesaregoodchoicesfor defaultsata givenRP
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Whenthe job script parameterfiave beenfinalized, the userclicks the Subni t  Job buttonand PBSWeb calls
thepropercommand(i.e.,qsub) with the propercommand-lineargumentsandjob script(Figure5s).

Again, excluding situationswherecompilesfail or jobsterminateunderabnormalconditions,it is possiblefor an
authorizeduserto upload,configure,andsubmitjobs to PBSwithout ever logging onto the RP’s system. Also, the
usercancheckthe statusof jobsin the PBSqueuesusingthe PBSWeb interface(Figure6).

Furthermorewith a properly designedmalkefile (which is, admittedly non-trivial), it is possiblefor a userto
utilize the samePBSWeb interfaceandtar file to run jobs on, say the MACI SGI Originsin Edmontonor the MACI
Alpha Clusterin Calgary In thefuture,the PBSWebinterfacewill beableto monitorthemachineoadsin Edmonton
and Calgaryand automatically(with the users permissionyun a message-passirjgb on eitherthe SGI or cluster

dependingon whicheverwill give thefastesturnaroundime.
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3 Implementation of PBSWeb

A Web-basedipproachwastaken in designingthe PBSWeb interfacebecauséNeb browsersare penasive and are
a consistentaind platform-independentvay of interfacingwith PBS. The first implementatiorof PBSWeb [7] wasa
proof-of-concepprototype.We quickly recognizedsignificantlimitationsin PBSWeb andre-implementedhe entire

systemto addressssuesn securityandjob historymanagement.

3.1 Componentsof PBSWeb

PBSWebis composedf several componentsa secureWeb sener (i.e., Apachewith SecureSoclet Layer (SSL)),
a senersidescriptingsystem(i.e., PHP),a databasesystem(i.e., PostgreSQL)PHPscripts,andPBSseners. Also,
secureshells(ssh) andsecurecopies(scp) areusedto executecommandsandtransferdataon behalfof the user
Thesecomponenthave beenintegratedsuchthatthey work togetherasa system.

Web server: Therole of the Web sener is to ensureubiquitousaccesgo the system. The Web-serer is PHP-
enabledhrougha modulein Apache.At the sener, the Web pagesarestoredasPHPscripts.Beforebeingpassean
to theusers browser the PHPis processean the senerinto aHTML documentwith embeddedavaScript. Within
PHPscripts,thejob historyis accessedndotherdynamiccontentcanbe generatedPHPis a betterchoicethanCGil
(our previoustechnology)becausét is moreflexible andpowerful, especiallywhencombinedwith a DBMS.

Database: Thedatabasesystemrecordsall the actionsperformedby the user In particular all useraccessedile
uploadsjob submissionsinduserpreferencesresavedin thedatabase.

In additionto historyinformation,thedatabaséoldsinformationabouttheusers suchasusernamendpassverd.
Also, thedatabaseontainsPBShost(i.e., resourceprovider) configurationinformation. This allows maximumflex-
ibility for administrationpurposes Adding a new userto the systemis equivalentto addingsomenew entriesin the
databas¢ables.Adding nev machineghatprovide PBSserviceis just aseasy Sincethe dynamicHTML pagesare
generatedhasedn the databasethe PHPscriptsdo not changeasusersandRPsareaddedo the system.

Databaseccesss donein a persistenmanner,connectionarekeptopenacrossa sessioruntil explicitly closed.
Thisfeaturedecreasesverall responsdime by nothaving to repeatedlyopenandcloseconnectiondo the database.

Usingareal DBMS is a significantimprovementover the previous versionwhich usedthe filesystemto storeits
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data.Issuessuchassynchronizationfile structuresandvalidationarenow automaticallytakencareof by the DBMS.
In addition,it is now possibleto keeptheinformationin oneplaceandaccesst consistently

PHP Scripts: Thechoiceof PHPasour sener-sidescriptinglanguages basednits versatilityfor Webprogram-
ming. PHPcandowhatwaspreviouslyaccomplishedisingPerl. In addition,PHPoffersseamlesaccesso Web-state
information.Also, PHPcodeis embeddednto the HTML pageqasasener-sideinclude(SSl))which helpsorganize
andmodularizePHPprogramsandrelatedHTML documents.

Thefiles are organizedinto cateyories. Somefiles areresponsibléor HTML pagegenerationpthersrepresent
librariesof functions. For example,all databas@ccesds modularizedn onefile. Also, thereis a catagory of files
thathold configurationdatafor the whole system.Systempathsconstitutean exampleof whatkind of configuration
informationis storedin thesefiles.

PBS Server: The Web sener andthe PBSsener areseparatethe Web sener doesnot needto run on the same
machineasthe PBS sener. WhenPBSWeb needsto invoke a PBS executableto, for example,submita job (i.e.,
gsub) or checkaqueue(i.e.,gst at ), thePBSWebsener startsa ssh secureshellonthe PBShostundertheusers
accountname.

PBSWebis layeredon top of the existing PBSinstallationanddoesnot changeit in any way. Consequentlywe

claimthatPBSWeb could be easilyportedto otherbatchschedulesystems.

3.2 Handling User Data

As statedabove, all PBSWeb configurationinformationresidesn PHP configurationfiles andin the databaseOne
particularconfigurationparameters thedirectorynameusedfor uploadindfiles, whichdefaultsto pbsweb. Although
PBSWeb keepsa history of the users job scripts,the actualexecutablessourcecode,job output,andinput dataare
storedin the users own accountunderthe pbsweb directory This directorywill be presentin the users home
directoryin eachhostthe userwantsto accesshroughPBSWeh

Login and Authentication: At login time, the username/passwd combinationis checled againstthe values
storedin the PBSWebdatabaseThis usernamendpassverd is differentfrom any username/passwd usedto access

the HPC systemshemseles,which is a smallbut notablesecurityadvantaget If they match,a uniquesessiorkey is

1Specifically PBSWeb doesnot have to know ary username/pas®wd informationfor the computeraccounts.
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generatedrom a combinationof the usernamendcurrenttime. This ensureghatdifferentsimultaneousccessesf
the sameusernamesuchastwo scientistauisingthe sameaccountarehandledproperly

The value of the sessiorkey is saved in the database.The sessiorkey is the valuethat will bind togetherall
subsequerfile andjob submissionsit is possibleto traceevery useractionto the original sessiorin which theaction
took place.

Besideghelogin script, otherPHPscriptsarederivedfrom a commontemplatethathandlesauthenticationThe
authentications basednthesessiorkey; its valueis passedrom pageto page.If thevalueof thesessiorkey is found
in thedatabasendmarkedasunexpired,thenit is avalid sessiorkey andthe pageis authenticatedThroughthe use
of this mechanisnwe ensurethatthe scriptsonthe PBSWeb sitecanonly beaccessed properlyauthenticated.

User Account Access. Accessto the PBSWeb users accountand homedirectory at the RP is achieved using
secureshell(ssh). Beforea usercreatesa PBSWeb accountthe usermustadd PBSWeb’s ssh public identity key
to hisor heraut hor i zed_keys file in orderto give PBSWWebhomedirectoryaccessThepublic key is suppliedon
PBSWeb's accountcreationpage . PBSWebis thusgivencompleteaccesgo theusers account.Similarly, PBSWebis
alsoableto usesecurecopy (scp) to transferdataandsourcecodeto theusersaccounti.e., into directorypbsweb).

Admittedly, giving PBSWeb completeaccesgo one’s accountis notideal. However, we feel thatthe ssh-based
solutionis betterthansimply providing PBSWeb with the users actualpassverd. First, not storingthe users HPC
systems passverd within PBSWeb eliminatesone possiblesecurityattack. Secondit is easierfor the userto revoke
PBSWeb's ability to accesghe account. The usercan simply commentout the relevant identity in the aut ho-
ri zed_keys file insteadof changingthe passverd or trying to removeit from PBSWeb'’s databaseThird, PBSW\eb
inheritsall of the encryptionandauthenticatiorbenefitsof the secureshellwithout reinventingthe wheelor requiring
superuseaccesat differentRPs.

In the future, we hopeto develop a systemthatis analogoudo sudo to give PBSWeb constrainedaccesgo the
usersaccount.

Security Overview: As alreadydiscussedtherearethreeimportantcomponentso PBSWeb's approacho secu-
rity. First, thereis passverd protectionto acces®BSWebitself. Thekey is difficult to sessiorforgeandit is neversent
acrosghe network in unencryptedorm. SecondSSL is usedbetweerthe browserandthe Apachesener to protect

sensitve informationanddata,suchaspassvwerdsandthe sessiorkey. Third, secureshellandsecurecopy protectdata
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transfersandinformationbetweerthe PBSWeb senerandthe HPC system.

4 Related Work

Therearea numberof metacomputingesearclprojectsandsystemsincluding Legion [6], Globus[5], Albatross[2],
andNimrod/G[3]. Baker andFox surey someof theprojectsandissueq1].

Ourprojecttargetsa higherlevel of abstractiorthanmostof the currentprojects.For example we arenotaddress-
ing theissueof how to useheterogeneousnddistributedresourcesvithin asingleparalleljob. Theserun-timesystem
issuesarelow-level problems.Instead we focuson theissuesof transparentiatasharingandco-ordinationbetween
thejobsandsites. We feel thata high-level approacHocusegshe scopeof thetechnicalchallengesandmoredirectly
addresseend-to-endssuesof reliability andtranspareng It is easierto adaptto missingdata,network outagesand
overloadedcomputersf a workflow of jobs spansmultiple sites,insteadif a monolithic paralleljob spansmultiple
sites.Notably, Nimrod/G[3] shareghesehigh-level designgoalsandsupportsa computationakconomyapproacho
resourcesharing.

We alsofeelthatahigh-level approachs betterableto exploit existing technologiesndinfrastructureandproduce
a usablesystem.Although somecomponent®f a workflow infrastructurealreadyexist in theform of distributedfile
systemgqe.g.,AFS) andbatchschedulerge.g.,PBS,LSF), they arenot well integratednor transparentSettingup a
distributedfile systemacrossmary sitesleadsto a variety of problemswith configurationandadministrationthusit
may not alwayshbe possible.Political andhumanfactorsin co-ordinatingmultiple sitesmustalsobe addresseavith
flexible and customizablepoliciesin the workflow manager However, if somesitessharean AFS file system that
canbe exploited by having the file systemperformthat datatransfersunderthe control of the workflow manager
Similarly, batchschedulersiave madegreatprogressn schedulingndividualjobs,but they arenotdesignedo handle
computationatasksrequiringa sequencef jobs on differentcomputingplatformsandat differentsites. Thereare
researchissueswith respectto efficient global schedulingof tasksacrossa numberof distributed computingsites,

whichwould beanextensionof existing work in optimizedbatchscheduling.

14



5 Concluding Remarks

In practice effective high-performanceomputingandmetacomputingequiresa propersoftwareinfrastructure Cur-
rently, too mary manualanderrorpronestepsarerequiredto useHPC computingresourceswhetherwithin oneRP
or acrossmultiple RPs.

Somethingassimpleassubmittinga job to a batchschedulerequiresthe userto write ajob controlscript,define
several ervironmentvariables,andcall the right programwith the right command-lingparametersResourcesched-
ulers,suchasthe PortableBatch System,are powerful andnecessargystemsput we feel that the learningcurve is
too high. We alsofeel that the systemshouldautomaticallymanageob control scriptsso thatit is easyto modify
previouscontrolscriptsfor new runs.

Towardsthesegoals,we aredevelopinganinterfaceto PBS calledPBSWeh It is an on-goingprojectandthere
remainsagreatdealof work to bedone;we have beenimproving the systensincethefirst prototypewasimplemented.
To addressssueswith securityandmanagingheusersjob history, we completelyre-implementedBSWebto (1) use
secureandencryptedchanneldbetweerthe browser PBSWeb, andthe RP (i.e., SSL, securecopy, andsecureshell),
(2) usea relationalDBMS to storethe users history, and (3) to managesessiorkeys and provide dynamiccontent
basedntheusers sessiorcontext.

In thefuture, the basicarchitectureandmodelof PBSWebwill be extendedto supportthe automaticselectionof

computingresourcesindthe co-ordinationof computationshatspanmultiple computingcenters.

Availability

PBSWebis currentlyundegoingtestingwith MACI users.We planon makingthe entire systemavailablein the

nearfuture. Pleasecontactpaul | u@s. ual bert a. ca for furtherinformationatthistime.
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